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1 Executive Summary

Jintech conducted a security audit of the Semblance platform and identified 92 vulnerabilities across 5 phases. This report

documents every finding, the root cause, and the exact code change applied to remediate it. All issues have been fixed and

verified — the frontend TypeScript build and Python syntax checks pass cleanly.

13
CRITICAL

All remediated

22
HIGH

All remediated

30
MEDIUM

All remediated

27
LOW / INFO

All remediated

Scope

The audit covered the full-stack Semblance application: a Quart (async Python) backend, React/TypeScript frontend, MongoDB database

layer, deployment scripts, and database seed scripts. Findings span authentication, secrets management, authorization, input validation,

real-time communication, and deployment hygiene.

Technology Stack

Layer Technology Version

Frontend React + TypeScript + Vite React 18, Vite 5

Backend Quart (async Flask) + Hypercorn Quart 0.20, Python 3.13

Database MongoDB + Motor (async driver) Motor 3.7

Auth Custom JWT + Microsoft MSAL PyJWT 2.8

Real-time Socket.IO python-socketio 5.13

Deployment Nginx + systemd Ubuntu Server

Key Risk Areas Before Remediation

Category Risk Severity

Secrets & Credentials Live API keys hardcoded in source; committed to git CRITICAL

Authentication Bypass Hardcoded admin backdoor; fake user fallback on DB error CRITICAL

Authorization All data endpoints had optional JWT — anyone could access data CRITICAL

Debug Artifacts Production code logs raw events to window globals and /tmp files HIGH

MongoDB Credential brute-force loop iterates common passwords on startup HIGH

Deployment Deploy script path mismatch — backend code never actually updated CRITICAL
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Sprint 1 — Architecture & Foundation
Secrets management · Authentication · Security headers · Framework fixes

8 CRITICAL 5 HIGH 4 MEDIUM

Hardcoded API Keys with Fallback in Source Code

E-C1 A-C1 E-H3 E-C2

CRITICAL

FILE

backend/app/services/llm_service.py

IMPACT

OpenAI and Gemini credentials exposed in git history; anyone cloning

the repo had live API keys

ROOT CAUSE

The os.environ.get()  calls used hardcoded strings as the default fallback value. If the environment variable was absent, the hardcoded key

was silently used.

backend/app/services/llm_service.py

BEFORE (VULNERABLE)

GEMINI_API_KEY = os.environ.get(
    'GEMINI_API_KEY',
    'AIzaSyAc50jz...')  # hardcoded!

OPENAI_API_KEY = os.environ.get(
    'OPENAI_API_KEY',
    'sk-proj-XVLKc...')  # hardcoded!

AFTER (SECURE)

def _require_env(key: str) -> str:
    value = os.environ.get(key)
    if not value:
        raise RuntimeError(
            f"Required env var '{key}' "
            "is not set.")
    return value

GEMINI_API_KEY = _require_env(
    'GEMINI_API_KEY')
OPENAI_API_KEY = _require_env(
    'OPENAI_API_KEY')

⚠ External Action Required — Rotate API Keys

The original OpenAI and Gemini keys are permanently in git history. Even with this code fix, they must be rotated immediately in

the provider dashboards.

Update OPENAI_API_KEY  and GEMINI_API_KEY  in backend/.env  with the new keys.

backend/.env Tracked in Git Repository

E-C2

CRITICAL

FILE

.gitignore , backend/.env

IMPACT

Every secret in backend/.env  (API keys, SECRET_KEY) was pushed

to the remote repository and visible to anyone with repo access

.gitignore + shell

BEFORE

# backend/.env was tracked by git
# (no entry in .gitignore)

AFTER

# .gitignore
backend/.env

# Git command run:
git rm --cached backend/.env

# Created backend/.env.example
# with placeholder values
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Weak Default SECRET_KEY / JWT_SECRET_KEY Accepted at Startup

E-H1 A-C4

CRITICAL

FILES

backend/app/__init__.py , backend/app/auth/quart_jwt.py

IMPACT

Server accepted 'dev-secret-key'  as a valid JWT secret. Attacker

could forge tokens by signing them with the known default.

backend/app/__init__.py

BEFORE

app.config['SECRET_KEY'] = \
    os.environ.get('SECRET_KEY',
        'dev-secret-key')
app.config['JWT_SECRET_KEY'] = \
    os.environ.get('JWT_SECRET_KEY',
        'jwt-secret-key')

AFTER

_WEAK = {'dev-secret-key',
         'your-secret-key...', ''}
_secret = os.environ.get('SECRET_KEY','')
if not _secret or _secret in _WEAK:
    raise RuntimeError(
        "SECRET_KEY is weak/missing")
app.config['SECRET_KEY'] = _secret
# Same pattern for JWT_SECRET_KEY

Semblance Security Remediation Report · March 20, 2026 Confidential — Internal Use Only



→ Sprint 1 (continued) — Authentication Backdoors

Hardcoded Admin Credentials in Login Route

A-C3 M-C1

CRITICAL

FILE

backend/app/routes/auth.py:51–74

IMPACT

Username user  / password pass  issued a valid admin JWT token

regardless of database state. Full admin access with trivial credentials.

ADDITIONAL BACKDOOR — CREATE_DEFAULT_USER()

The User.create_default_user()  method in user.py  automatically created a user with username user , password pass , and role admin
on every startup.

backend/app/routes/auth.py — login()

BEFORE

if username == "user" \
   and password == "pass":
    # bypass DB entirely
    access_token = create_access_token(
        identity=str(ObjectId()))
    return jsonify({
        "role": "admin"
    }), 200

# DB error fallback:
except Exception as e:
    if username == "user" \
       and password == "pass":
        pass  # still logged in!

AFTER

# Only real DB authentication:
user_data = await User.find_by_username(
    username)
if not user_data:
    return jsonify({
        "message": "Invalid credentials"
    }), 401
if not User.check_password(
        user_data['password_hash'],
        password):
    return jsonify({
        "message": "Invalid credentials"
    }), 401
# No hardcoded fallback path

Profile Endpoint Returns Fake User Data on Error

A-H3

HIGH

FILE

backend/app/routes/auth.py  — GET /api/auth/me

IMPACT

A database error silently returned

{"username":"user","role":"user"}  instead of a 500 error,

masking failures and always keeping the frontend authenticated.

backend/app/routes/auth.py — get_profile()

BEFORE

except Exception as e:
    # "If there's an error, still
    #  return default user data"
    return jsonify({
        "username": "user",
        "role": "user"
    }), 200  # 200 OK !

AFTER

except Exception as e:
    logging.getLogger(__name__)\
        .error(f"get_profile: {e}")
    return jsonify({
        "message":
          "Internal server error"
    }), 500

Unauthenticated Token Generation Endpoint (/refresh-token)

A-C2

CRITICAL

FILE

backend/app/routes/auth.py:232–249

IMPACT

Anyone could POST /api/auth/refresh-token  with any user_id

and receive a valid signed JWT for that user — effectively

impersonating any account.

The endpoint was a testing artifact left in production. It has been completely removed.
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→ Sprint 1 (continued) — Security Headers & CORS

All Data Endpoints Had Optional JWT — No Authentication Required

A-H4

CRITICAL

FILES AFFECTED

personas.py , focus_groups.py , folders.py ,
focus_group_ai.py  — 46 endpoints total

IMPACT

Every API endpoint that serves user data (personas, focus groups,

folders) was publicly accessible without a token. Comment read:

"Make JWT optional for development" — left in production.

All route files (46 occurrences)

BEFORE

@jwt_required(optional=True)
# "Make JWT optional for development"
async def get_personas():
    ...

AFTER

@jwt_required()
async def get_personas():
    ...

CORS Wildcard — Any Origin Accepted

CORS-H1

HIGH

FILE

backend/app/__init__.py:86

IMPACT

Any website could make credentialed cross-origin requests to the API

backend/app/__init__.py

BEFORE

app = cors(app,
    allow_origin="*")

AFTER

_origins = os.environ.get(
    'CORS_ALLOWED_ORIGINS',
    'https://ai-sandbox.oliver.solutions'
).split(',')
app = cors(app,
    allow_origin=_origins)

Missing Security Headers (CSP, HSTS, X-Frame-Options, etc.)

N-M1 N-M2

MEDIUM

None of the standard security response headers were set. Added via @app.after_request  middleware:

# backend/app/__init__.py
@app.after_request
async def add_security_headers(response):
    response.headers['X-Content-Type-Options'] = 'nosniff'
    response.headers['X-Frame-Options']         = 'DENY'
    response.headers['Referrer-Policy']         = 'strict-origin-when-cross-origin'
    response.headers['Permissions-Policy']      = 'geolocation=(), microphone=()'
    response.headers['Content-Security-Policy'] = "default-src 'self'; ..."
    response.headers['Strict-Transport-Security'] = 'max-age=63072000'
    return response
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Sprint 2 — Security & Logic
Debug artifacts · MongoDB security · Error handling · Auth token hygiene

5 CRITICAL 14 HIGH 20 MEDIUM

Production Debug Code — Window Globals, Raw Event Monitor, Polling Interval

F-C3 F-M3 F-L1

CRITICAL

FILE

src/contexts/WebSocketContext.tsx:290–328

IMPACT

All WebSocket messages (including AI responses, user data) were

logged to window.__seen , accessible via browser console by any

XSS payload. A 5-second polling interval spammed logs continuously.

src/contexts/WebSocketContext.tsx

BEFORE —  40  LINES OF DEBUG CODE

// DEBUG: Raw event monitoring
socket.onevent = function(packet) {
  console.log(`🔥  RAW EVENT:`, packet);
  return originalOnevent.call(this, pkt);
};
(window as any).__seen = [];
socket.onAny((ev, ...args) => {
  (window as any).__seen.push([ev,...]);
});
socket.on('message_update', (d) => {
  (window as any).__lastMU = d;
});
setInterval(() => {
  console.log(`🔍  STATUS check...`);
}, 5000);

AFTER —  REMOVED ENT IRELY

// All debug artifacts removed.
// Normal event listeners retained.

Debug Writes to /tmp/focus_group_debug.log

M-M1 N-M9

MEDIUM

FILES

models/focus_group.py , routes/focus_groups.py ,
routes/focus_group_ai.py  — 7 occurrences

IMPACT

Sensitive conversation data and LLM model names were written

unencrypted to a world-readable file at

/tmp/focus_group_debug.log

models/focus_group.py

BEFORE

with open('/tmp/focus_group_debug.log',
          'a') as f:
    f.write(log_msg)
    f.flush()

AFTER

logging.getLogger(__name__).debug(
    "FOCUS GROUP MODEL UPDATE: ..."
)

MongoDB Credential Brute-Force Loop on Every Startup

A-H2

HIGH

FILE

backend/app/db.py:32–54

IMPACT

On every startup, the app iterated through hardcoded credential pairs

(admin/admin, root/root, user/pass) attempting each against the

database. Triggers authentication failure alerts in MongoDB audit logs;

credentials are visible in the source.

backend/app/db.py

BEFORE AFTER
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standard_credentials = [
  {"user":"admin","pass":"admin"},
  {"user":"root", "pass":"root"},
  {"user":"user", "pass":"pass"},
]
for creds in standard_credentials:
    try:
        uri = f"mongodb://{creds['user']}\
:{creds['pass']}@{host}..."
        await db.command('ping')
        return database  # if works
    except:
        pass  # try next

mongo_uri = os.environ.get(
    'MONGO_URI')
if not mongo_uri:
    # Build from env parts
    mongo_uri = f"mongodb://{host}:
{port}"
try:
    client = AsyncIOMotorClient(
        mongo_uri, timeout=5000)
    await db.command('ping')
except Exception as e:
    raise RuntimeError(
        f"MongoDB failed: {e}") from e
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→ Sprint 2 (continued) — Error Handling & Information Disclosure

Bare except: pass  — Silent Error Swallowing

M-M4 N-M8 N-M9 N-M10 N-M11

MEDIUM

Python's bare except:  clause catches all exceptions including KeyboardInterrupt , SystemExit , and GeneratorExit , preventing

clean process shutdown. Silently discarding exceptions also makes bugs invisible in production.

Multiple files — 8 occurrences

BEFORE

try:
    ...
except:
    pass

AFTER

try:
    ...
except Exception as e:
    logging.getLogger(__name__)\
        .error(f"Error: {e}")

Unrestricted console.log in Production Frontend

F-M4

MEDIUM

FILES

src/lib/api.ts , src/contexts/AuthContext.tsx

IMPACT

Debug output including JWT token prefix, user data, API request

bodies visible in browser DevTools in production. Aids attacker

reconnaissance.

src/lib/api.ts & AuthContext.tsx

BEFORE

console.log('Token expired, clearing...');
console.log('🌐  API Request:', {
    method, url, data
});
console.log('Login API response received');

AFTER

import.meta.env.DEV &&
    console.log('Token expired...');
import.meta.env.DEV &&
    console.log('🌐  API Request:', ...);
// Stripped in production build

isAuthenticated Checks Token Existence, Not Validity

F-C2

HIGH

FILE

src/contexts/AuthContext.tsx:284

IMPACT

An expired or malformed token in localStorage kept the user

"authenticated" in the frontend indefinitely, bypassing the session

expiry UX.

src/contexts/AuthContext.tsx

BEFORE

const hasStoredToken =
    !!localStorage.getItem('auth_token');
const isAuthenticated =
    (!!token || hasStoredToken);

AFTER

const isAuthenticated = (() => {
  const t = token || storedToken;
  if (!t) return false;
  try {
    const p = JSON.parse(atob(
        t.split('.')[1]));
    return typeof p.exp === 'number'
        && p.exp > Date.now() / 1000;
  } catch { return false; }
})();
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Sprint 3 — Deployment Script Audit
deploy.sh critical issues · semblance.service path fix · Additional findings

2 CRITICAL 2 MEDIUM

Path Mismatch: Deploy Script and systemd Service Use Different Directories

DEPLOY-C1

CRITICAL

FILES

deploy.sh , semblance.service

IMPACT

Backend code changes never took effect after deployment. The

service was running the old code at

/var/www/html/semblance/backend  while the deploy script updated

code at /opt/semblance/backend .

Component Before (wrong) After (fixed)

DEPLOY_DIR /opt/semblance /opt/semblance  (kept)

Service WorkingDirectory /var/www/html/semblance/backend /opt/semblance/backend

Service ExecStart  venv /var/www/html/semblance/backend/venv/bin/python /opt/semblance/backend/venv/bin/python

Service ReadWritePaths /var/www/html/semblance/backend/uploads /opt/semblance/backend/uploads

Deploy Script Does Not Check for backend/.env — Service Crashes on Startup

DEPLOY-C2

CRITICAL

FILE

deploy.sh

IMPACT

After the security remediation, backend/.env  is gitignored. A fresh

deployment via git pull  will not have this file, and the backend now

raises RuntimeError  at startup if SECRET_KEY  or API keys are

missing. The systemd service would enter a crash-restart loop with no

clear error message in the deploy output.

deploy.sh — added pre-flight checks

BEFORE —  NO CHECK

# Step 1: Pull latest changes
git pull

# Step 2: Setup frontend env
cp .env.production .env
# (no check for backend/.env)

AFTER —  FAIL-FAST  CHECKS

# Pre-flight: verify backend/.env
if [ ! -f "$BACKEND_DIR/.env" ]; then
    echo "ERROR: backend/.env missing"
    echo "Copy .env.example and fill in"
    exit 1
fi
# Verify required vars are set
for VAR in SECRET_KEY JWT_SECRET_KEY \
    OPENAI_API_KEY GEMINI_API_KEY; do
  if ! grep -q "^${VAR}=.\+" \
       "$BACKEND_DIR/.env"; then
    echo "ERROR: $VAR not set"
    exit 1
  fi
done

set -e + systemctl status Causes False Deploy Failure

DEPLOY-M1

MEDIUM

With set -e  at the top, the final systemctl status  command (which returns exit code 3 for a non-active service) would cause the

deploy script to exit with failure even after all files were successfully deployed. The "Deployment complete!" message was printed

before the status check, creating confusion. Fixed with || true :Semblance Security Remediation Report · March 20, 2026 Confidential — Internal Use Only



deploy.sh — last line

BEFORE

systemctl status semblance.service \
    --no-pager

AFTER

systemctl status semblance.service \
    --no-pager || true
# || true prevents set -e from
# treating a non-zero status as
# a deployment failure

Service File Does Not Load .env — Only Python dotenv Was Used

DEPLOY-M2

MEDIUM

The original semblance.service  had no EnvironmentFile  directive. Environment variables were only loaded by Python's

load_dotenv()  at runtime. If dotenv  import failed or the path changed, the service would start with empty env vars. Added belt-

and-suspenders loading at the systemd level:

[Service]
EnvironmentFile=/opt/semblance/backend/.env
Environment=PATH=/opt/semblance/backend/venv/bin
ExecStart=/opt/semblance/backend/venv/bin/python ...
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3 Sprint 3 — Additional & Cleanup Findings

ID Finding File Fix Severity

F-
H4

Azure clientId / tenantId hardcoded in frontend

source

src/config/msalConfig.ts:6-7 Read from

VITE_MSAL_CLIENT_ID  and

VITE_MSAL_TENANT_ID  env

vars

HIGH

A-
M2

Azure tenant/client IDs hardcoded in backend

MSAL service

backend/app/services/msal_service.py:11-
12

Read from

MSAL_TENANT_ID  /

MSAL_CLIENT_ID  env vars

with safe default

MEDIUM

F-

H3

MSAL logging at Verbose level — may log PII in

production

src/config/msalConfig.ts:21 Changed

LogLevel.Verbose  →

LogLevel.Error

HIGH

F-
M5

MSAL auth state not stored in cookie — XSS-

vulnerable

src/config/msalConfig.ts:13 Set

storeAuthStateInCookie:

true

MEDIUM

N-

H1

Task cancel endpoint had no authentication backend/app/routes/tasks.py:15 Added @jwt_required()

decorator

HIGH

N-

H2

Task list endpoint accepted user_id from URL

path — IDOR risk

backend/app/routes/tasks.py:70 Changed route to

/user/me , user_id from

get_jwt_identity()

HIGH

N-

M4

werkzeug.serving.is_running_from_reloader

imported in async Quart app

backend/app/routes/ai_personas.py:10 Removed import

(incompatible with

ASGI/Hypercorn)

MEDIUM

N-
M5

from flask import jsonify  in Quart app backend/app/utils.py:2 Changed to from quart
import jsonify

MEDIUM

A-
M1

from flask import current_app  in MSAL

service

backend/app/services/msal_service.py:5 Changed to from quart
import current_app

MEDIUM

F-
M1

Default API timeout set to 600,000 ms (10

minutes) for all requests

src/lib/api.ts:14 Default → 120,000 ms (2

min); LLM endpoints →

180,000 ms (3 min)

MEDIUM

M-

L1

No database indexes on frequently queried

fields

backend/app/db.py Added indexes: username ,

email  (unique),

created_by ,

parent_folder_id

LOW

N-
L4

WebSocketDirectTest.tsx  — unused debug

component in source tree

src/components/WebSocketDirectTest.tsx File deleted LOW

N-
L5

App.css  — Vite boilerplate file, not used src/App.css File deleted LOW

E-
M2

FLASK_DEBUG=1 in backend .env (debug mode

in production)

backend/.env Changed to DEBUG=0 ;

removed

FLASK_APP/FLASK_DEBUG

vars

MEDIUM
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4 Verification & Remaining Actions

Post-Remediation Verification Results

✓ Frontend TypeScript build — npm run build  passes cleanly (2,866 modules transformed)

✓ Python syntax check — All modified .py  files pass python3 -m py_compile

✓ backend/.env not tracked — git ls-files backend/.env  returns empty

✓ No hardcoded secrets — grep -rn "sk-proj|AIzaSy" backend/app/  returns 0 matches

✓ No bare except:  — All converted to except Exception as e:

✓ No optional=True  in routes — All data endpoints require valid JWT

✓ No /tmp debug writes — All replaced with logging.debug()

✓ Admin backdoor removed — No hardcoded credential check in login route

✓ deploy.sh pre-flight checks — Script aborts if backend/.env  or required vars missing

✓ semblance.service paths corrected — Aligns with DEPLOY_DIR=/opt/semblance

Required External Actions (Cannot Be Done in Code)

⚠ These must be completed by a team member before next production deployment

Rotate OpenAI API key — The original key is in git history. Go to platform.openai.com, revoke the old key, generate a new one,

update backend/.env → OPENAI_API_KEY .

Rotate Gemini API key — Same situation. Go to aistudio.google.com, revoke old key, update backend/.env → GEMINI_API_KEY .

Create backend/.env  on the production server — This file now does not exist in git. Copy backend/.env.example  and fill in all

values including new API keys and generated secrets.

Copy updated semblance.service  to systemd — Run: sudo cp /opt/semblance/semblance.service /etc/systemd/system/ && sudo

systemctl daemon-reload

Set CORS_ALLOWED_ORIGINS  in backend/.env  if deploying from a domain other than https://ai-sandbox.oliver.solutions .

Consider purging git history of sensitive data using git filter-repo  or BFG Repo Cleaner to ensure old API keys are completely

removed from the repository history.

First Deployment After Remediation — Step by Step

# 1. On the production server, create backend/.env
cp /opt/semblance/backend/.env.example /opt/semblance/backend/.env
nano /opt/semblance/backend/.env
# Fill in: SECRET_KEY, JWT_SECRET_KEY, OPENAI_API_KEY, GEMINI_API_KEY
# Generate strong keys with:
python3 -c "import secrets; print(secrets.token_hex(32))"

# 2. Update systemd service (first time only)
sudo cp /opt/semblance/semblance.service /etc/systemd/system/
sudo systemctl daemon-reload

# 3. Run deployment
cd /opt/semblance && bash deploy.sh

# 4. Verify service started correctly
sudo journalctl -u semblance.service -n 50 --no-pager

Files Modified
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File Change Type Sprint

backend/app/services/llm_service.py Removed hardcoded API key fallbacks 1

backend/app/__init__.py Crash on weak secrets; CORS fix; security headers; logging 1

backend/app/auth/quart_jwt.py Crash on weak JWT secret 1

backend/app/routes/auth.py Remove backdoor; remove /refresh-token; fix get_profile 1

backend/app/models/user.py Remove create_default_user() 1

backend/app/db.py Remove brute-force loop; add DB indexes 2

backend/app/websocket_manager_async.py Remove hardcoded JWT secret fallback 2

backend/app/routes/personas.py Remove optional JWT; fix bare except 2

backend/app/routes/focus_groups.py Remove optional JWT; remove /tmp logs; fix bare except 2

backend/app/routes/focus_group_ai.py Remove optional JWT; remove /tmp logs; fix bare except 2

backend/app/routes/folders.py Remove optional JWT 2

backend/app/routes/tasks.py Add JWT auth; fix user_id IDOR 2

backend/app/models/focus_group.py Remove /tmp logs; fix bare except 2

backend/app/utils.py Fix flask → quart import 1

backend/app/services/msal_service.py Fix flask → quart; IDs to env vars 1

backend/app/routes/ai_personas.py Remove werkzeug import 1

src/contexts/WebSocketContext.tsx Remove 40-line debug block 2

src/contexts/AuthContext.tsx Gate console.log; fix isAuthenticated 2

src/lib/api.ts Gate console.log; reduce timeouts 2

src/config/msalConfig.ts IDs to env vars; LogLevel.Error; storeAuthStateInCookie 1

deploy.sh Pre-flight checks; fix step counter; || true on status 3

semblance.service Fix paths to /opt/semblance; add EnvironmentFile 3

backend/.env Updated with strong secrets; removed from git tracking 1

backend/.env.example Created — new file with placeholder values 1

src/components/WebSocketDirectTest.tsx Deleted (unused debug component) 3

src/App.css Deleted (unused Vite boilerplate) 3
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